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Need for a DPIA - Article 35(1) 

This project has several criteria that warrant a DPIA: 

● Processing special category data – health & social care data 

● Large Scale of special category data - Article 35(3)(b) 

● Children  

● Vulnerable adults  

 

It is policy for Oakley Health Group (OHG) to always undertake a DPIA for 

any new, or significant change in an existing, data processing project or 

process involving the personal confidential (and sensitive) information of 

our patients.  

 

Back to Index 

 

 

Conflicts of interest  

 

Dr Neil Bhatia has no conflicts of interest in undertaking this DPIA, either 

in his role as IG lead/Caldicott Guardian or as the Data Protection Officer 

for OHG.  
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Documents 

List all documents provided and which this DPIA utilises 

 

Nil. 

 
Back to Index 

 

Timescales and “Deadlines” 

Does additional, related or subsequent processing depend on deciding on this 

processing by a certain date?  

 

No – homeworking (or “remote consultations”) has always been both 

available and undertaken by some healthcare professionals, however we 

have never previously done this either en-masse or created dedicated 

“home-working” sessions whereby all patient contacts are either 

telephone calls, e-consults, video consultations, texts, or emails. Nor have 

we had to expand this to so many staff, so quickly. 

Back to Index 

 

Simultaneous new processing 

Is any other data sharing project being launched at the same time, that might 

lead to confusion for patients? 

Remember when SCR & care.data were launched simultaneously…? 

 

No. This “acceleration” of homeworking has been necessitated by the 

COVID-19 crisis. 

Back to Index 

 

Is personal data being processed? 

Or is this truly anonymous data out with the GDPR/DPA? 

Pseudonymised data = personal data 

 

Yes – this is personal, confidential, medical data
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. 

Article 35(7)(a) 

 

● The nature of the processing 

How will you collect, use, store and delete data? What is the source of the data? 

Will you be sharing data with anyone? You might find it useful to refer to a flow 

diagram or another way of describing data flows. What types of processing 

identified as likely high risk are involved? 

 

There is no difference in the processing undertaken whilst homeworking, 

compared to that undertaken whilst situated in one a surgery. The only 

difference is that the software (EMIS Web, Docman etc) is run and/or 

accessed on a different machine (either a laptop or home PC) and 

“remotely”. 

 

● Scope of Processing 

What is the nature of the data, and does it include special category or criminal 

offence data? How much data will you be collecting and using? How often? How 

long will you keep it? How many individuals are affected? What geographical 

area does it cover? What will we learn about people that we already do not 

know, either by obtaining new information or by combining existing information? 

 

Exactly the same as all such processing undertaken whilst at the GP 

surgery. 

 

● Context 

What is the nature of your relationship with the individuals? How much control 

will they have? Would they expect you to use their data in this way? Do they 

include children or other vulnerable groups? Are there prior concerns over this 

type of processing or security flaws? Is it novel in any way? What is the current 

state of technology in this area? Are there any current issues of public concern 

that you should factor in? 

 

Exactly the same as all such processing undertaken whilst at the GP 

surgery. 
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● Purposes 

What do you want to achieve? What is the intended effect on individuals? What 

are the benefits of the processing for you, and more broadly? What will this 

processing allow us to do that we cannot do now? 

 

Exactly the same as all such processing undertaken whilst at the GP 

surgery. 

 

In the current COVID-19 crisis, this allows healthcare workers to work 
from home: 

 
• Should they wish to (so reducing their exposure to potential 

from patients and staff COVID-19 at Yateley Medical Centre) 

• Should they need to (if staff have been designated as not to 
undertake face-to-face patient contacts) 

• Should they be unwell (e.g. with COVID-19 symptoms) 

• Should they be required to (e.g. self-isolating because a member of 

their household has exhibited COVID-19 symptoms) 
• Should they be unable to travel to the surgery (due to illness, such 

as a broken leg, or transport difficulties, or adverse weather 

conditions) 

How does this directly benefit data subjects? 

What is the intended outcome for individuals? 

Homeworking allows that healthcare professional to undertake surgery 

work that they would not ordinarily be able to, given the circumstances. 

Consequently, that healthcare professional is able to provide medical 

services and so patients have increased contact with healthcare 

professionals, including their own (registered) GP. 
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How does this directly benefit our organisation? 

Does this give us a “competitive advantage”? 

 

"If you just treat privacy as a function of regulatory compliance, you’ll do 
the bare minimum. Businesses need to think of privacy as a competitive 

advantage.” 
Anna Cavoukian, Global Privacy and Security by Design Centre 

 

We continue to be able to provide an excellent, and timely, medical 

service to our patients despite the adverse situation we find ourselves in 

with COVID-19. We are able to attend to patient queries, calls, emails, 

and health needs despite unforeseen circumstances, and at the same time 
protecting the health of our staff and their families, the health of staff still 

attending the surgeries, and our patients. 
 
Back to Index 
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Article 35(9) 

● Consultation process with data subjects & others 

Was it undertaken? Do we need to? Do we need to get advice from experts? 

Is their written advice already out there about this 

(NDG, GMC, MDU, BMA, UKCGC)? 

No. Homeworking, or “remote working”, is nothing new, and we have 

been doing this on a small scale, and only by a small number of 

individuals, for many years. 

The only difference is the rapid adoption of remote working in response to 

the COVID-19 crisis, and the generation of “remote-working” only (or 

capable) sessions (remote consultations) whereby all patient enquiries are 

dealt with by telephone, email, text, or video consults. 

The ICO has provided some advice already. 

As regards information security, the very same principles that apply whilst 

at work apply whilst working from home. 

“More of our staff will be homeworking during the pandemic. What kind of 

security measures should my organisation have in place for homeworking during 

this period? 

Data protection is not a barrier to increased and different types of homeworking. 

During the pandemic, staff may work from home more frequently than usual and 

they can use their own device or communications equipment. Data protection 

law doesn’t prevent that, but you’ll need to consider the same kinds of security 

measures for homeworking that you’d use in normal circumstances.” 

ICO, Data protection and coronavirus: what you need to know 

 

The BMA has provided some advice. 

The MDU has provided some advice. 

  

https://ico.org.uk/for-organisations/data-protection-and-coronavirus/
https://www.bma.org.uk/advice-and-support/covid-19/practical-guidance/covid-19-video-consultations-and-homeworking
https://www.themdu.com/guidance-and-advice/guides/conducting-remote-consultations
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Our patients understand that doctors, nurses, and admin staff will, 

wherever possible, work from home. Indeed, that is the government’s 

own advice for “staying at home” during this crisis: 

 

Stay at home to stop coronavirus spreading 

Everyone must stay at home to help stop the spread of coronavirus. 

You should only leave your home for very limited purposes: 

• shopping for basic necessities, for example food and medicine, which must be as 
infrequent as possible 

• one form of exercise a day, for example a run, walk, or cycle – alone or with 
members of your household 

• any medical need, including to donate blood, avoid or escape risk of injury or harm, 
or to provide care or to help a vulnerable person 

• travelling for work purposes, but only where you cannot work from home 

 

NHS, Advice for everyone, COVID-19 

 

Back to Index 

  

https://www.nhs.uk/conditions/coronavirus-covid-19/
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Article 35(7)(b) 

• Necessity and proportionality (data protection compliance)  

 

Common Law (CLoC) 
How is this met? 

Data is being processing in line with common law, as it always has been. 

Remote consultations do not engage a reassessment of compliance with 

common law – the way in which we process data and meet the CLoC 

requirements (implied permission, explicit permission, legal obligation, 

overwhelming public interest, s251/HRA/Cag approval) does not change 

simply because we are working from home. 

Back to Index 

 

Caldicott Principles 

1. Justify the purpose(s) 

How is this met? 

Yes – we need to continue to provide medical care whilst ensuring the 

safety of our staff, their families, and our patients. 

2. Don’t use personal confidential data unless it is absolutely necessary 

How is this met? 

The data processed, and how it is processed, remains identical to that 

processed should a staff member be working within the surgery. 

3. Use the minimum necessary personal confidential data 

How is this met? 

The data processed, and how it is processed, remains identical to that 

processed should a staff member be working within the surgery. 

4. Access to personal confidential data should be on a strict need-to-know 

basis 

How is this met? 

The data processed, and how it is processed, remains identical to that 

processed should a staff member be working within the surgery. 
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5. Everyone with access to personal confidential data should be aware of 

their responsibilities 

How is this met? 

The data processed, and how it is processed, remains identical to that 

processed should a staff member be working within the surgery. 

6. Comply with the law 

How is this met? 

The data processed, and how it is processed, remains identical to that 

processed should a staff member be working within the surgery. 

7. The duty to share information can be as important as the duty to 

protect patient confidentiality 

How is this met? 

The data processed, and how it is processed, remains identical to that 

processed should a staff member be working within the surgery. 

 

Back to Index 
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Article 5 GDPR – the data protection principles 

The fundamental principles which aim to ensure compliance with the spirit of 

data protection law and the protection of the rights of individuals (data 

subjects). 

Personal data shall be: 

a) processed lawfully, fairly and in a transparent manner in relation to 

individuals (lawful purpose) 

• A legal basis under GDPR 

• Be otherwise compliant with the requirements of the GDPR and DPA 2018 

• Not involve any otherwise unlawful processing or use of personal data 

• Be fair towards the individual 

• Avoid being unduly detrimental, unexpected, misleading or deceptive 

• Clear and transparent to individuals and regulators 

• Is this met? 

The data processed, and how it is processed, remains identical to that 

processed should a staff member be working within the surgery. 

b) collected for specified, explicit and legitimate purposes and not further 

processed in a manner that is incompatible with those purposes 

(purpose limitation) 

• Specified, explicit, legitimate purposes 

• Clear and open from the outset 

• Purposes in line with individual’s reasonable expectations 

• How is this met? How do we prevent function creep? 

The data processed, and how it is processed, remains identical to that 

processed should a staff member be working within the surgery. 

c) adequate, relevant and limited to what is necessary in relation to the 

purposes for which they are processed (data minimisation) 

“Necessary”:  

• It must be a targeted and proportionate way of achieving that purpose 

• It must be more than just useful or habitual 

• We cannot reasonably achieve the same purpose by some other less intrusive 

means – and in particular if we could do so by using non-special category 

data 

• It is not enough to argue that processing is necessary because it is part of 

our particular business model, processes or procedures, or because it is 

standard practice 

How is this met? 



Data Protection Impact Assessment (DPIA) 
Remote Working (homeworking) by staff 

 

12 v1.3  Dr Neil Bhatia, OHG 

The data processed, and how it is processed, remains identical to that 

processed should a staff member be working within the surgery. 

d) accurate and, where necessary, kept up to date (accuracy) 

How is this met? 

The data processed, and how it is processed, remains identical to that 

processed should a staff member be working within the surgery. 
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e) kept in a form which permits identification of data subjects for no 

longer than is necessary for the purposes for which the personal data are 

processed (storage limitation) 

How is this met? 

The data processed, and how it is processed, remains identical to that 

processed should a staff member be working within the surgery. 

See later for data retention issues recognised whilst working on a home 

PC or laptop. 

f) processed in a manner that ensures appropriate security of the 

personal data (confidentiality) 

How is this met? 

The data processed, and how it is processed, remains identical to that 

processed should a staff member be working within the surgery. 

Information security remains the single most important “difference” in 

remote working, in the sense that it can pose additional security 

considerations. 

Back to Index 
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No surprises 

 

“there must be no surprises to the citizen about how their health and care 

data is being used” (NDG) 

“29 If you suspect a patient would be surprised to learn about how you 

are accessing or disclosing their personal information, you should ask for 

explicit consent unless it is not practicable to do so (see paragraph 14). 

For example, a patient may not expect you to have access to information 

from another healthcare provider or agency on a shared record.” (GMC) 

“If patients decide to have a shared record, their explicit consent to view 

must be obtained e.g. where a practice other than the patient’s registered 

practice is seeking to view the record for the delivery of out-of-hours 

care. 

In exceptional circumstances, for example if the patient is unconscious 

and immediate access to the record is necessary, it may be appropriate to 

access the record without consent to view.” (BMA) 

“Patients need to feel this is something being done with them, not to 

them.” 

Is this met? 

Does the data subject know that we are disclosing? 

Our patients would not be surprised to realise that doctors, nurses, and 

admin staff are all working from, and contacting them, from home. 

We all have a duty to work from home, given this pandemic, if we 

possibly can. 

Nevertheless, we should make explicitly clear to our patients that many 

more consultations at present will have been conducted by a healthcare 

worker working remotely. 

Back to Index 

  

https://www.gov.uk/government/speeches/national-data-building-trust-across-health-and-social-care
https://www.gmc-uk.org/-/media/documents/confidentiality-good-practice-in-handling-patient-information---english-0417_pdf-70080105.pdf
https://www.bma.org.uk/advice/employment/ethics/confidentiality-and-health-records/principles-for-sharing-electronic-patient-records
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GMC Confidentiality Principles 

A Use the minimum necessary personal information. Use 
anonymised 

information if it is practicable to do so and if it will serve the purpose. 

b Manage and protect information. Make sure any personal 

information you hold or control is effectively protected at all times 
against improper access, disclosure or loss. 

c Be aware of your responsibilities. Develop and maintain an 

understanding of information governance that is appropriate to 

your role. 
d Comply with the law. Be satisfied that you are handling personal 

information lawfully. 

e Share relevant information for direct care in line with the 

principles in this guidance unless the patient has objected. 

f Ask for explicit consent to disclose identifiable information about 
patients for purposes other than their care or local clinical audit, 

unless the disclosure is required by law or can be justified in the 

public interest. 

g Tell patients about disclosures of personal information you make 
that they would not reasonably expect, or check they have received 

information about such disclosures, unless that is not practicable 

or would undermine the purpose of the disclosure. Keep a record of 

your decisions to disclose, or not to disclose, information. 
h Support patients to access their information. Respect, and help 

patients exercise, their legal rights to be informed about how their 

information will be used and to have access to, or copies of, their 

health records. 

https://www.gmc-uk.org/ethical-guidance/ethical-guidance-for-doctors/confidentiality/the-main-

principles-of-this-guidance  

Are these all met? 

Yes - the data processed, and how it is processed, remains identical to 

that processed should a staff member be working within the surgery. 

  

https://www.gmc-uk.org/ethical-guidance/ethical-guidance-for-doctors/confidentiality/the-main-principles-of-this-guidance
https://www.gmc-uk.org/ethical-guidance/ethical-guidance-for-doctors/confidentiality/the-main-principles-of-this-guidance
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The Human Rights Act 1998 

Article 8 of the Human Rights Act protects our privacy, our family life, our 

home and our communications.

 
“Everyone has the right to respect for his private and family life, his home 

and his correspondence “ 

 

Article 8 of the European Convention on Human Rights:  Right to respect for 

private and family life 

 

This means respect for private and confidential information, including the 

storing and sharing of data. And that very much includes medical 

information (which includes correspondence between the patient and their  

healthcare providers). 

The Human Rights Act 1998 made the ECHR part of domestic law.

 

164. Respecting the confidentiality of health data is a vital principle in the 

legal systems of all the Contracting Parties to the Convention. It is crucial 

not only to respect the privacy of a patient, but also to preserve his or her 

confidence in the medical profession and in the health services in general.  

Without such protection, those in need of medical assistance may be 

deterred from revealing such information of a personal and intimate 

nature as may be necessary in order to receive appropriate treatment 

and, even, from seeking such assistance. They may thereby endanger 

their own health and, in the case of communicable diseases, that of the 

community. 

The domestic law must therefore afford appropriate safeguards to prevent 

any such communication or disclosure of personal health data as may be 

inconsistent with the guarantees in Article 8 of the Convention (Z v. 

Finland, § 95; Mockutė v. Lithuania, §§ 93-94). 

https://www.echr.coe.int/documents/guide_art_8_eng.pdf  

Guide on Article 8 of the European Convention on Human Rights, Dec 2018

 

As with all processing undertaken by the surgery, we respect the HRA. 

The data processed, and how it is processed, remains identical to that 

processed should a staff member be working within the surgery. 

 

Back to Index  

https://www.echr.coe.int/documents/guide_art_8_eng.pdf


Data Protection Impact Assessment (DPIA) 
Remote Working (homeworking) by staff 

 

17 v1.3  Dr Neil Bhatia, OHG 

Data Processors – Article 28 

A controller determines the purposes and means of processing personal data. 

A processor is responsible for processing personal data on behalf of the 

controller and can act only upon the instructions of the controller. 

Does the practice retain full data controllership? 

How do we ensure that processors comply? 

Does processing require the use of a data processor? 

NO 

 

EMIS Health, Docman, AccuRx etc remain our data processors, there are 

no new data processors. 

If yes: 

Has a written data processor contract been provided? 

Choose an item. 

Are both the controller and processor parties to the contract? 

Choose an item. 

Are both controller and processor signatories to the contract? 

Choose an item. 

Does the processor contract contain the following compulsory details? 

• the name of the controller and the processor 

Choose an item. 

• contact details for the controller and the processor 

Choose an item. 

• the subject matter and duration of the processing 

Choose an item. 

• the nature and purpose of the processing 

Choose an item. 

• the type of personal data and categories of data subject 

Choose an item. 

• the obligations and rights of the controller 

Choose an item. 
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Does the processor contract contain the following compulsory terms? 

• the processor must only act on the written instructions of the controller 

(unless required by law to act without such instructions) 

Choose an item. 

• the processor must ensure that people processing the data are subject to 
a duty of confidence 

Choose an item. 

• the processor must take appropriate measures to ensure the security of 
processing 

Choose an item. 

• the processor must only engage a sub-processor with the prior consent of 
the data controller and a written contract 

Choose an item. 

• the processor must assist the data controller in providing subject access 

and allowing data subjects to exercise their rights under the GDPR 

Choose an item. 

• the processor must assist the data controller in meeting its GDPR 
obligations in relation to the security of processing, the notification of 
personal data breaches and data protection impact assessments 

Choose an item. 

• the processor must delete or return all personal data to the controller as 
requested at the end of the contract 

Choose an item. 

• the processor must submit to audits and inspections, provide the 
controller with whatever information it needs to ensure that they are both 

meeting their Article 28 obligations, and tell the controller immediately if 
it is asked to do something infringing the GDPR or other data protection 
law of the EU or a member state 

Choose an item. 

 

Does the processor contract? 

• state that nothing within the contract relieves the processor of its own 

direct responsibilities and liabilities under the GDPR 

Choose an item. 

• reflect any indemnity that has been agreed 

Choose an item. 

• contain an expiration date for processing (after which all processing must 
cease) 

Choose an item. 
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• Make clear how either the data controller or the data processor may 
voluntarily terminate the contract, including the notice required 

Choose an item. 

 

Is it clear that the data processor must? 

• only act on the written instructions of the controller (Article 29) 

Choose an item. 

• not use a sub-processor without the prior written authorisation of the 

controller (Article 28.2) 

Choose an item. 

• co-operate with supervisory authorities (such as the ICO) in accordance 
with Article 31 

Choose an item. 

• ensure the security of its processing in accordance with Article 32 

Choose an item. 

• keep records of its processing activities in accordance with Article 30.2 

Choose an item. 

• notify any personal data breaches to the controller in accordance with 
Article 33 

Choose an item. 

• employ a data protection officer if required in accordance with Article 37 

Choose an item. 

 

Does Oakley Health Group retain full data controllership over all 

aspects of processing? 

Choose an item. 

 

Is Oakley Health Group inadvertently becoming a data controller for 

information out with the GP record? 

Choose an item. 

 
Back to Index 
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Article 25 (2) – Data Protection by Default 

Data Protection by design and default is a legal requirement under GDPR. 

Article 25 specifies that, as the controller, we have responsibility for 

complying with data protection by design and by default 

 

‘The controller shall implement appropriate technical and organisational 

measures for ensuring that, by default, only personal data which are necessary 

for each specific purpose of the processing are processed. That obligation applies 

to the amount of personal data collected, the extent of their processing, the 

period of their storage and their accessibility. In particular, such measures shall 

ensure that by default personal data are not made accessible without the 

individual's intervention to an indefinite number of natural persons.’  

Are we “not processing additional data unless the individual decides we can”? 

Are we “providing individuals with sufficient controls and options to exercise 

their rights”?  

The data processed, and how it is processed, remains identical to that 

processed should a staff member be working within the surgery. 
 

Back to Index 

Data Processors (Article 28) 

Are we only using a data processor that provides “sufficient guarantees to 

implement appropriate technical and organisational measures in such a manner 

that the processing will meet the requirements of this Regulation and ensure the 

protection of the rights of the data subject”? 

 

N/A 

Back to Index 

Privacy as the default setting 

Is it? 

 

Yes - the data processed, and how it is processed, remains identical to 

that processed should a staff member be working within the surgery. 

Back to Index 

Privacy embedded into design 

Is it? 

Yes - the data processed, and how it is processed, remains identical to 

that processed should a staff member be working within the surgery. 

Back to Index 



Data Protection Impact Assessment (DPIA) 
Remote Working (homeworking) by staff 

 

21 v1.3  Dr Neil Bhatia, OHG 

Ability to implement Data Subject Rights 

How is this met? 

 

1. The Right to be informed 

Can we provide a comprehensive privacy policy? 

How are people informed about this use of their data? 

Can we provide an appropriate one for children if needs be? 

Is another data sharing project being launched at the same time? 

The data processed, and how it is processed, remains identical to that 

processed should a staff member be working within the surgery. 

We should make clear to patients that their GP records, and all processing 

related to it, is likely to be accessed by a healthcare professional working 

from home. 

2. The Right of access 

If a processor is used, how does the subject access the data held by the 

processor? 

The data processed, and how it is processed, remains identical to that 

processed should a staff member be working within the surgery. 

3. The Right to rectification 

If a processor is used, does this extend to the data held by the processor? 

Or is that data simply a reflection of the data held in the GP record (with its 

own obligation to rectification)? 

The data processed, and how it is processed, remains identical to that 

processed should a staff member be working within the surgery. 

4. The Right to object 

Where does processing take place? Extraction/Uploading/Disclosure/Access? 

Where does any objection or opt-out act? 

Is there a granular objection/opt-out mechanism? 

The data processed, and how it is processed, remains identical to that 

processed should a staff member be working within the surgery. 

 

Back to Index 
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Things to think about 

Surrender of control 

A disclosure to another data controller = a surrender of control  

 

No - the data processed, and how it is processed, remains identical to 

that processed should a staff member be working within the surgery. 

Do we have to do disclose? 

What legislation mandates this? Is this just a contractual obligation?  

The data processed, and how it is processed, remains identical to that 

processed should a staff member be working within the surgery. 

We need to continue to provide medical services to patients whilst both 

protecting our staff/families/patients and mindful of the government’s 

“Stay at home” advice. We can work from home, and so we should. 

Back to Index 

 

Can we do this without processing the data? 

Can we do this, or process data, in a less intrusive way? 

Is there a better way? Is this necessary (the most appropriate choice)? 

The data processed, and how it is processed, remains identical to that 

processed should a staff member be working within the surgery. 

There is no alternative, or better way, to provide medical services out 

with the surgery sites. 

 

Back to Index 

 

Is this lawful? 

● Common law, and 

● Caldicott Principle 6, and 

● Article 5(a) GDPR, and 

● Any other relevant laws (e.g. PECR, Article 10 GDPR) 

 

Yes - The data processed, and how it is processed, remains identical to 

that processed should a staff member be working within the surgery. 
 

Back to Index 
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Is this ethical? 

Is this fair?  

“You need to stop and think not just about how you can use personal data, but 

also about whether you should” (ICO) 

 

Yes - the data processed, and how it is processed, remains identical to 

that processed should a staff member be working within the surgery. 

 

Back to Index 
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Is there a risk of reputational damage if we proceed with processing? 

To the practice/To the profession/What would the GMC say? 

What would our patients think? 

 

Maintaining trust in doctors, and general practice, is vital if we are to 

continue the level of doctor-patient relationship that facilitates disclosure 

of sensitive, personal, confidential information from an individual seeking 

health care to their healthcare professional. 

 

“So, yes, the world is changing, the health landscape is changing, patients are 

changing, but amongst all of this is one constant – our trust in our doctors.” 

Trust: the Truth? 

https://www.ipsos.com/sites/default/files/ct/publication/documents/2019-09/ipsos-

thinks-trust-the-truth.pdf 

 

“The protection of personal data, not least medical data, is of fundamental 

importance to a person’s enjoyment of his or her right to respect for private and 

family life as guaranteed by Article 8 of the Convention (art. 8). Respecting the 

confidentiality of health data is a vital principle in the legal systems of all the 

Contracting Parties to the Convention. It is crucial not only to respect the sense 

of privacy of a patient but also to preserve his or her confidence in the medical 

profession and in the health services in general. 

 

Without such protection, those in need of medical assistance may be deterred 

from revealing such information of a personal and intimate nature as may be 

necessary in order to receive appropriate treatment and, even, from seeking 

such assistance, thereby endangering their own health and, in the case of 

transmissible diseases, that of the community” 

Z v. FINLAND - 22009/93 - Chamber Judgment [1997] ECHR 10 (25 February 1997) 

https://www.bailii.org/eu/cases/ECHR/1997/10.html 

 

The data processed, and how it is processed, remains identical to that 

processed should a staff member be working within the surgery. 

As long as we maintain adequate security considerations and policies, 

then processing in this way does not pose any such risk. 

 

Back to Index 
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What are the consequences of not proceeding with this processing? 

Can we mitigate against any negative effects? 

Does it matter at all if we say no? 

 

We have to work in this way, in light of the current crisis. Not doing so 

carries the risk of being unable to provide a medical service to our 

patients, support staff who are either ill, self-isolating, or unable to leave 

their home for medical reasons, and protect our workforce against 

unnecessary exposure to COVID-19. 

 
Back to Index 

 

What about children? 

A child’s personal data merits particular protection under the GDPR. 

Fairness, and compliance with the data protection principles, should be central to 

all your processing of children’s personal data. 

If you profile children then you must provide them with clear information about 

what you are doing with their personal data. 

You must write clear and age-appropriate privacy notices for children. 

 

We will need to ensure that children can understand the need for us to 

work remotely, under the current circumstances. 

 

Back to Index 

 

How does this compare with other, similar data sharing projects? 

Are there similar data sharing projects already in existence, even locally? 

How does data protection in those projects compare with this project? 

 

This isn’t a data sharing project, this is simply working in a different, 

necessary, way. 

 

Back to Index 
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Article 35(7)(c) 

● Risks to data subjects 

 

What are they? 

Function creep? 

Breach of privacy/confidentiality? 

Inability to control data? 

The principle risks associated with home working centre around 

information security, both paper and digital. Since the ability to remote 

consult allows all functions of medical care (other than a face-to-face 

encounter), the location of the healthcare worker, whether at home or in 

any surgery, is irrelevant as long as that member of staff has access to 

the full GP record. 

Whilst it should be made aware to patients that staff will – like the rest of 

the country – be working from home, there is no particular need to 

indicate to the individual patient being consulted that the GP they are 

speaking to, for example, is not in surgery but at home. Data protection 

considerations are not related to the location, but to the setup and 

security that remote working must address. 

The information security risks identified are as follows: 

1) Risks inherent in the transportation of data (paper and digital) from 

work to home (and vice versa), for the purpose of facilitation 

remote working. Examples would include printouts of patient 

records, searches, audits, correspondence from or about patients 

not yet filed/uploaded to the electronic GP record. 

Data breaches could occur from loss of paper records and loss of 

digital media (especially if unencrypted), including the loss of the 

laptop destined for homeworking use. 

Security risks from the sending of confidential data by email from 

and nhs.net account accessible at work to a non nhs.net account 

(e.g. Gmail) more easily accessible at home. 

 

2) Risks inherent in the storage of data whilst at home, again both 

paper and digital. Where that data is stored, and for how long. 

Data breaches, or unlawful processing ,could occur if data is 

downloaded from the GP record to “cloud storage” (which may be 

unbeknown to the user), and which could then be processed, in an 

unencrypted form, outside of the EU (Dropbox being an example). 

Data could be inadvertently downloaded to the local hard drive and 

not deleted once there was no further purpose. Local caches can be 

difficult to find and clear, and files (containing person confidential 
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data) can be downloaded and “lost” simply because the user does 

not know where downloads are stored. 

Inadvertent and/or insecure disposal of printed personal data. 

 

3) Risks inherent in the security considerations of the home PC or 

laptop.  

Failure to install or update antivirus/firewall software, or apply 

Windows security updates. 

Failure to change the default password of the home router and./or 

ensure that home network access is encrypted with at least WPA2. 

The usage of less well protected email accounts than nhs.net, and 

the inadvertent opening of emails from  unknown sources, malicious 

links, or downloads of malicious files. 

Those risks will be amplified if and when access to NHS applications 

(such as EMIS Web, Docman, iGPR etc) can occur without the need 

for an N3/HSCN VPN. 

Inadvertent access by other family members to “shared” drives 

within the home network, some of which might be temporary 

storage locations for downloaded patient data. 

Screens left unlocked, visible, and displaying personal data – failure 

of password protected screensavers and the usage of the lock 

screen. 

Risks inherent in conducting remote consultations at home, where 

both screen, video, and telephone conversations can be overheard 

by family members. 

Potential for the loss/theft of laptops – and the risks of a data 

breach of personal data is stored unencrypted on such a device. 

 

4) Risks inherent in the greatly increased use of email and texts (which 

do not afford the user the immediate opportunity to validate the 

recipient, unlike a telephone call). 

Accidental disclosure of personal confidential data to the wrong 

individual because of an incorrect email address or mobile telephone 

number. 

 

5) Risks inherent in the greatly increased use of messaging apps to 

remain in communication with each other. 

Accidental disclosure of personal, confidential data onto insecure 

platforms, or hosts based outside of the EU, such as WhatsApp, 

when perfectly secure alternatives exist. 
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6) Risks inherent in the generation of tasks – processes that can only 

be done whilst at the surgery (certain referrals, printing of request 

forms, labelling of specimen containers etc). 

The use of “post-it” notes or notebooks to store such “to do” lists. 

Back to Index 
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Article 35(7)(d) 

● Measures to manage, reduce or eliminate risks 

 

What can we do? 

What safeguards or measures would mitigate the risks? 

1) Transportation/transfer risks 

• Minimise the need to take paper records to and from home. 

Scan/digitise such records and upload (see below). 

Ensure all patient correspondence is scanned and uploaded to the 

electronic record before working from home, so that it is available 

via EMIS or Docman. 

If needed, download the relevant records once home/at work. 

 

• Minimise (ideally obviate) the use of USB drives. 

Never store personal data on a USB drive unless it is encrypted (at 

least 128bit AES). 

Upload personal data to Microsoft One Drive for Business (NHS). 

Such data does not have to be encrypted at source. 

OHG has undertaken a risk analysis for NHS OneDrive. 

Download the relevant data once at home/work from OneDrive. 

Delete the data from OneDrive when no longer needed. 

Do NOT upload personal data (even if encrypted) to Dropbox or 

Google Drive. 

 

• Ensure comprehensive security for all paper and digital media 

during transportation to and from home. 

Put paper records (if absolutely necessary) in secure storage, such 

as a locked briefcase. 

Do not leave laptops in a vehicle, especially where visible from the 

outside. Lock the laptop in the boot, and do not store the laptop in 

the vehicle boot overnight. 

Ensure laptops are stored away from windows and doors when at 

home. 

 

• Never send yourself personal data from your nhs.net address to a 

non nhs.net address (e.g. Gmail or Yahoo), and vice versa. 

Ideally, never send yourself any personal data, even from your 

nhs.net address to your nhs.net address. It is easy to accidentally 

send that data to a third party, especially where the autofill address 

option is active. 

Upload such data to OneDrive (or encrypt it and transfer it to a USB 

device). 

https://www.dropbox.com/s/dxdai1urhdrd7wh/NHSOneDriveRiskAssessment.pdf?dl=0
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2) Storage risks  

• Always download, or transfer, personal data from OneDrive, a USB 

stick, EMIS, or Docman, to your local hard drive – not to folders 

synchronised with cloud storage (e.g. Dropbox). 

Know where downloads are put from EMIS, Docman etc, so that you 

can find them and delete them when no longer required. 

• Set up a universal download folder where any, and only,  

• practice-related personal data is always stored. 

• Do not store practice-related confidential data in the same folder as 

your home-related personal data. 

• Regularly check your folder. Delete any downloaded data as soon as 

it is no longer required. Permanently delete it, or “empty” the 

Recycle Bin immediately to avoid inadvertent ongoing storage of the 

data on the hard drive. 

• Do not print off documents containing personal data if possible. 

If you do, shred that document once no longer required – do not 

simply put it in the household waste. 

If you do not have a shredder, securely transport it back to the 

surgery and then securely dispose of it in the usual ways. 

Do not leave printed documents lying around at home – keep a 

“clear desk” policy as you do at work. Young children, in particular, 

like grabbing pieces of paper, drawing on them, and sending them 

to teacher/friends. 

3) Home PC/laptop 

• Ideally, the home laptop or PC should be running Windows 10. 

Windows 7 is no longer being provided with security updates. 

If at all possible, users would upgrade to Windows 10 as soon as 

possible (it remains free to upgrade, still, with a Windows 7 licence 

key. 

• Never run a home PC or laptop without up to date, and enabled, 

antivirus and firewall software. Windows Defender is perfectly 

acceptable. 

• Ensure that your home router’s default password has been changed, 

and that connections to it are encrypted via at least WPA2. 

• Take care not to open emails from unknown senders, click on 

malicious links, or download infected files, from your personal email 

accounts. 

• Always connect to the N3/HSCN VPN when access to NHS 

applications is required. Disconnect from the VPN when no longer 

required. 
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• Make sure that you do not download personal data from clinical 

applications to “shared drives” accessible by other family members 

(e.g. external storage). 

• Always lock (Windows key + L) the screen when leaving it 

unattended. Make sure it is password protected. 

• Take care to ensure that your screen is, as much as possible not 

being overlooked by other family members, or by someone outside 

of the house (e.g. if your monitor is next to a window). Consider 

buying a privacy screen if needed. 

• When consulting, ensure as much as possible that your telephone 

and video conversations cannot be overheard or seen. Use 

headphones and a microphone (so that your voice can be kept 

quiet). Ideally, other household members should not be able to 

walk into view of a video consult (i.e. be seen by the patient). 

• It is strongly suggested that all laptops are encrypted to avoid a 

data breach in the event of loss or theft. 

• Turn on your laptop, connect to the VPN, and start EMIS Web well 

in advance of the start of your session. 

EMIS can take a while to update, and should there be a technical 

problem you will have time to consider whether travelling to one of 

the non-patient facing sites is required(with or without the laptop). 

• Do not attempt telephone triage, or responding to an e-

consult/email, if you have lost the ability to access the full GP 

record. 

4) Increased use of emails/texts 

• Be careful to check the email address and mobile number of 

patients to avoid sending a text message, or email, to the wrong 

person. 

• Be extremely careful if automatic name checking/autofill is turned 

on in your email application. It is very easy to accidentally send an 

email to the wrong person. Consider turning automatic name 

checking off. 

• Be mindful of the amount, and nature, and appropriateness of 

information that you send via text/email. Sometimes a telephone 

call is safest. 

• If you do email patients, ensure you record the email conversation 

in the GP record, however you wish to do this. Attach pictures sent 

by patients (e.g. via AccuRx) into the patient record, for 

medicolegal purposes. 
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5) Messaging 

• Do not use WhatsApp for communicating about individuals, 

particularly the disclosure of personal data (name, DOB, diagnosis 

etc.) 

• Do not use non nhs.net email where personal data is involved 

• Perfectly safe, secure, and effective alternatives exist should there 

be the need to discuss patients in this way 

• Always consider whether telephoning a colleague would be best, 

especially if there is a level of urgency. If ringing from home, try 

not to be overheard by other family members. 

• Use “Tasks” or “Internal Email” within EMIS Web 

• Use NHS mail, especially if you need to share documents 

• Consider using any of the other secure collaborative mechanisms 

available e.g. OneDrive for NHS or Microsoft Teams (which has 

secure messaging built-in). 

• Remember that any personal data left within such apps is 

disclosable under a data subject access request. 

If no longer required, delete that data, saving any clinical discussion 

within the respective GP record(s) as indicated. 

6) Tasks 

• Some things might only be possible once back in surgery. 

• If so, send yourself an electronic reminder to do such activity 

• Don’t use post-it notes. 

• Don’t use notepads, especially not notepads that double up as 

shopping lists 

 

Back to Index 
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Conclusion 

● Article 36 – Need for prior consultation with the ICO 

Do we need to? 

 

No. 

Can we disclose, and do we want to disclose?  

Yes, we can continue to work remotely, and we always have been able to 

work remotely. 

 

Back to Index 
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Sign Off 

 

This DPIA will: 

● Be circulated to all GP partners at OHG  

● Be published and available to patients, linked to within our privacy 

notice for this processing 

● Therefore, be disclosable under FOI 

● Therefore, be publicly available 

 

This DPIA has been conducted to reassure everyone of the lawfulness and 

due diligence undertaken as part of the rapid and necessary expansion of 

remote working with the COVID-19 crisis. 

 

This DPIA contributes to our obligations in meeting: 

• the “accountability” principle of GDPR – Article 5(2) 

• Article 5(1)(e) - storage limitation 

• Article 5(1)(f) - integrity and confidentiality (i.e. information 

security) 

 

This DPIA will contribute to a “remote working” policy that will encompass 

all of the risks and mitigations identified. 

 

No decision, or “vote”, needs to be taken by partners, in light of this 

DPIA. That decision (to rapidly expand and deploy remote working) has 

already been taken by the partnership. 

 

Dr Neil Bhatia 

GP, IG/FOI/Records Access lead, Caldicott Guardian, DPO 
Oakley Health Group 

 

Date: 14.04.2020 


